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Joonis 9. Tehnoloogia kasutuselevõtu elutsükkel88 

Uute tehnoloogiate kasutuselevõtmise kiirus on üha tõusnud (joonis 10), teisalt on 

nende keskmine elutsükkel lühenenud, so tehnoloogiad asendavad üksteist üha 

kiirenevas tempos. Uute tehnoloogiate kiire lisandumine võib tekitada olukorra, kus 

konservatiivsem osa ühiskonnast ei ole valmis neid kohe kasutusele võtma ja lõhe eri 

kasutajarühmade vahel süveneb. 

 

Joonis 10. Uute tehnoloogiate kasutuselevõtmise kiirus USA kodumajapidamistes89 

 

 
88 B2U (2020). Crossing the Chasm in the Technology Adoption Life Cycle. https://www.business-to-
you.com/crossing-the-chasm-technology-adoption-life-cycle/  
89 Harvard Business Review (2019). The Pace of Technology Adoption is Speeding Up. 
https://hbr.org/2013/11/the-pace-of-technology-adoption-is-speeding-up  
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Figure 1 Digital Economy and Society Index (DESI) 2021, Integration of digital technology  

Source: DESI 2021, European Commission. 

1.1 Digital intensity index 
The Digital Intensity Index (DII) measures the use of different digital technologies at enterprise level. 

The DII score of an enterprise is based on counting how many out of 12 selected technologies are 

used. Figure 2 presents the composition of the DII in 2020. It also shows the degree of penetration 

and speed of adoption of the different technologies monitored by the DII. Large companies are more 

digitised than SMEs. While some aspects seem to be reaching saturation, at least for large 

companies, for most aspects there is still room for improvement. 

According to the Digital Compass target, by 2030 more than 90% of SMEs should reach at least a 

basic level of digital intensity. 

Figure 2 Digital Intensity Index indicators tracking digitisation processes (% enterprises), 2020 

 

Source: Eurostat, European Union survey on ICT usage and e-commerce in enterprises. 

Denmark and Finland are the only countries in the EU where the percentage of enterprises with a 

very high DII (i.e. possessing at least 10 out of the 12 monitored digital technologies) is above 5%, 

followed by Belgium, Malta and the Netherlands with above 2%. By contrast, in countries such as 

Bulgaria, Romania, Latvia, Hungary and Cyprus the majority of businesses (over 50%) have made 

only a small investment in digital technologies (i.e. have a very low DII). 

Have a website 94% 76%

The maximum contracted download speed of the fastest fixed line internet connection is at least 30 Mb/s 92% 76%

Website has at least one of : description of goods or services, price lists; possibility for visitors to customise 

or design online goods or services; tracking or status of orders placed; personalised content in the website 

for regular/ recurrent visitors 78% 62%

Enterprises where more than  50% of the persons employed used computers with access to the internet for 

business purposes 56% 46%

Provide more than 20% of the employed persons with a portable device that allows internet connection via 

mobile telephone networks, for business purposes 47% 39%

eInvoices sent, suitable for automated processing 53% 32%

Buy medium-high CC services 48% 25%

Employ ICT specialists 76% 18%

Enterprises with e-commerce sales of at least 1% turnover 39% 17%

Analyse big data internally from any data source or externally 34% 14%

Use industrial or service robots 28% 6%

Use 3D printing 17% 5%
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What features do data protection frameworks contain?: The majority of data protection frameworks cover choice and consent,

access and correction, responsibility for data holders and rights of redress. Fewer cover data breach notification, and a minority

explicitly address location related data, and use of data in algorithmic decision making.

Barometer data shows that, while certain aspects of data protection regulation are widespread, 45 of

the countries with frameworks (45.9 %) appear to lack robust provisions for data breach notifications,

and 29 (29.6%) have limited right of redress in cases of harm arising from abuses of data. Just 23

(23.5%) available frameworks robustly address location data, with marginally more (31 / 31.6%) ad-

dressing algorithmic decision-making.

Notably, in 21.4% of the countries with frameworks, researchers reported at least some degree of limita-

tions being placed on the operation of data protection frameworks in the context of the COVID-19 pan-

demic, ranging from regulators announcing they would take a lighter-touch approach to reporting and

enforcement for organizations involved in pandemic response, through to suspension of consent re-

quirements for health-related data sharing, or making allowances to enable mobile phone records for

monitoring population movements. While in some cases, this involved using provisions already in place

for emergency situations, campaigners have expressed concern that some data protection processes

may have been weakened during pandemic response, highlighting a need to both track how far exemp-

tions or changes stay in force after the pandemic and to explore whether regulators return to review any

practices that might have developed during a period of softer regulation.

It is also worth noting that there are increasing concerns that individual rights-based data protection

frameworks only cover some of the potential harms of data collection and use that need to be managed.

The qualitative data collected by the Barometer offers some insight into how national data protection

systems are functioning, but future work will need to address a wider range of modalities for ensuring

data is not used to threaten the rights of both individuals and communities.

How well developed are data management, sharing

and access frameworks?

Selected governance pillar indicator scores

Countries with data management frameworks Countries with data sharing frameworks Countries with open data policies

71.6% 62.4% 67.9%

Mean score: 30.28 out of 10 Mean score: 24.05 out of 10 Mean score: 37.69 out of 10

The value of data for the public good, regardless of whether it is open data or not, is increased when

data is more easily discoverable, when data comes with clear documentation, when data quality has

been assured, when appropriate technical standards are used, and when user feedback is sought to im-

prove data management. Governments may promote consistent and high quality approaches to data

management through a variety of routes, including national data strategies, data management guidance

s Governance

24
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Figure 1: ENISA Threat Landscape 2022 - Prime threats

 

It should be noted that the aforementioned threats involve categories and refer to collection of different types of 

threats that have been consolidated into the eight areas mentioned above. Each of the threat categories is further 

analysed in a dedicated chapter of this report, which elaborates on its particularities and provides more specific 

information, findings, trends, attack techniques and mitigation vectors. 

1.1 KEY TRENDS 

The list below summarises the main trends observed in the cyber threat landscape during the reporting period. These 

are also reviewed in detail throughout the various chapters that comprise the ENISA threat landscape of 2022. 

• Ransomware and threats against availability rank at the top during the reporting period. 

• Resourceful threat actors have utilised 0-day exploits to achieve their operational and strategic goals. 

The more organisations increase the maturity of their defences and cybersecurity programmes, the more 

they increase the cost for adversaries, driving them to develop and/or buy 0-day exploits, since defence in 

depth strategies reduce the availability of exploitable vulnerabilities.  

• Geopolitics continue to have strong impact on cyber operations. 

• Destructive attacks are a prominent component of the operations of state actors. During the Russia-

Ukraine conflict, cyber actors were observed conducting operations in concert with kinetic military action20. 

• Continuous 'retirements' and the rebranding of ransomware groups is being used to avoid law 

enforcement and sanctions. 

• Hacker-as-a-service business model gaining traction, growing since 2021. 

• Significant rise on attacks against availability, particularly DDoS, with the ongoing 

war being the main reason behind such attacks. 

• The Pegasus case triggered media coverage and governmental actions, which also then was reflected 

in other cases concerning surveillance and the targeting of civil society.  

• A new wave of hacktivism21 has been observed especially since the Russia-Ukraine crisis began. 

                                                           
20 Microsoft – Special Report: Ukraine – An overview of Russia’s cyberattack activity in Ukraine - 
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4Vwwd  
21 Republic of Estonia – Information System Authority - Trends and Challenges in Cyber Security – Q1 2022 - https://www.ria.ee/en/news/trends-and-
challenges-cyber-security-q1-2022.html  

 Please use footnotes for providing additional or explanatory information and/or relevant links. References should be listed 
in a dedicated section. Use only the function References/Insert Footnote 
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